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Objective

Review stock-taking, guidance, and training tools available 
to strengthen the security* of HIV service delivery 
organizations working with key populations, including gay, 
bi-sexual, and other men who have sex with men.

*Security: the state of being free from risks or harm that 
come from intentional violence





Focusing on implementer security
• Longer history of violence/crisis response for beneficiaries 

of key population HIV programs (e.g., Avahan, early 2000s) 
and LGBT-led rights-focused organizations (e.g., Dignity for 
All consortium, 2012)

• KP programs saw and increasingly documented 
implementer insecurity, especially targeting organizations 
led by key populations
• Arrests and detentions
• Offices raided/broken into 
• Attacks on personnel (physical, sexual, economic, and 

emotional)

• LINKAGES and Frontline AIDS develop a security toolkit with 
input from civil society organizations, MPact, and other 
global key population networks (2018) 

• LINKAGES with Synergia develop security training materials 
focused on key population program implementers 
(2018/2019) 

• LINKAGES/EpiC extend security work, including to address 
concerns with index testing, and into the Middle East and 
North Africa region in collaboration with Arab Foundation 
for Freedoms and Equality (AFE) (2019/2020)



What/who are we talking about

Security incidents include:
• Attacks on individual workers or organizations

• Physical, sexual, emotional/psychological, economic abuse

• Virtual and “real-world” attacks

• Threats are incidents (we are not waiting for actual physical harm to come to 
someone; threats also cause harm to individuals and shut down/hamper programs)

• Outreach workers and community 
mobilizers 
• Peer educators/navigators
• Community health workers
• Program directors and managers
• Program officers
• Drop-in center workers
• Clinicians (e.g., doctors, nurses)

KP program implementers include:
• Counselors and psychosocial support 
providers
• Office staff (e.g., receptionists)
• Support staff (e.g., drivers, guards)
• Community activists, advocates, and 
campaigners working with the program
• Lawyers and paralegals
• Allies and champions



Go to online Mentimeter survey or use Zoom (to 
be advised by conference organizers)



Go to online Mentimeter survey or use Zoom (to 
be advised by conference organizers)



Offices being 
vandalized

KP members 
being outed

Damage to 
reputation

Records being 
stolen/hacked

Arrest/detention

Kicked out of 
home/school

Theft

Stalking

Religious/cultural 
beliefs

Criminalization

Stigma
Gender normsFear/ignorance/anger

Physical violence

Blackmail Gossip

Sexual harassment 
and assault

Focus of our security efforts



Process overview

Each implementer 
completes a survey 
of existing security 

activities

Train implementers 
together on 

prioritizing risks and 
security activities; 
develop security 

plans

Support 
implementers to 

develop (and ideally 
fund) priority 

security efforts 



Step 1

• Cultivating and sensitizing external allies
• Influencing public perception of the project        

or organization

• Documenting harms for tracking and         
advocacy

• Protecting offices, drop-in centers, and other 
physical locations                                                                   

• Keeping workers safe during physical and 
digital outreach

• Developing functional and institutionalized 
security protocols, including for emergencies

• Keeping data and communications safe
• Crosscutting: emergency preparedness, digital 

safety, COVID-19

Areas of security assessed in the survey

Each implementer 
completes a survey of 

existing security 
activities

Train implementers 
together on 

prioritizing risks and 
security activities; 

develop security plans

Support 
implementers to 

develop (and ideally 
fund) priority security 

efforts 



Surveys are self-scoring by area (illustrative results)
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Survey results identify 
areas for improvement at 

the individual implementer 
level; comparing among 

implementers 
demonstrates opportunities 
for knowledge/ skill sharing 

among organizations
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completes a survey of 
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fund) priority security 
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Step 2

Workshop objectives
• Identify each implementer’s safety and security strengths and 

gaps and share strengths across implementers
• Prioritize the safety and security risks that each implementer 

faces to determine the most important gaps to address at each 
one
• Develop implementer-specific draft security plans that address 

priority risks and build priority skills



Overarching recommendations, implementer 
security in key population programs (1)

1. Make HIV program principles and approaches the 
foundation of security efforts. 
• Do no harm
• Nothing about us, without us
• Rights-based approaches
• Country-led/owned approaches (context-specific) 

2. Make security a priority and resource it explicitly. 
• Explicitly include worker mental health



Overarching recommendations, implementer 
security in key population programs (2)

3. Make a safe workplace the employer’s 
responsibility. 

4. Plan ahead and make sure that everyone knows 
the plan (while maintaining flexibility).

5. Explicitly discuss the level of risk that is acceptable 
organizationally and individually.

6. Operate with a knowledge of both the actual risks 
and their underlying causes (including legal 
frameworks).



Overarching recommendations, implementer 
security in key population programs (3)

7. Acknowledge the different vulnerabilities and 
capacities of each worker in security planning.
• Gender
• Age
• Groups or subgroups of key populations

o Between key populations
o Within key populations
o Multiple vulnerabilities 

• Legal status



Overarching recommendations, implementer 
security in key population programs (4)

8. Get to know all stakeholders, not just obvious 
allies. 

9. Identify both threats (physical, digital, 
psychological) and security strategies holistically. 

10. Be together, work in coalition, and learn from one 
another.



Risk assessments during security training help 
organizations prioritize and plan
After completing the survey and learning from one another, 
organizations assess their own risks to prioritize investments in 
security strategies based on their organization’s biggest concerns.

• Threats – you can assess these indications and can perhaps change them over time, 
but you have limited control over them (external)

• Vulnerabilities – inherent to you/ your community – some you can control, others 
you cannot (internal)

• Capacity – what you constantly want to work to increase (internal)

Risk of something
Threats Vulnerabilities

Capacities

X

=



We want to go from this...

Existing Capacities

Vulnerabilities

Threats

Threats and vulnerabilities far 
outweigh capacities

To closer to this

New Capacities

Vulnerabilities
Threats

Capacities are equal to or greater 
than threats and vulnerabilities

Existing Capacities



Risk assessment example

• Pick a specific risk (location, activity, person)
• Peer educators at X hot spot will be arrested during outreach

• Consider threats that make the risk more or less likely
• Verbal abuse and commodity confiscation by law enforcement are occurring with 

increasing regularity

• Name your vulnerabilities:
• Outreach is done by peer educators; it occurs at night; transport is on foot

• Name your capacities:
• Peer outreach workers carry ID cards that show they are connected to the Ministry 

of Health; peers go out in pairs; peers have phones with pre-paid airtime in case 
they encounter issues; peers have a noncontroversial message to describe their 
work; peers’ outreach whereabouts are tracked via logbook and GPS 

Threats Vulnerability

Capacity

X

=Risk of something

--------- by taxi

+1

-1

; senior law 
enforcement officials and local authorities are sensitized on the objectives of 
the program by CSO leadership and local Ministry of Health officials 



Step 3

Risk (of something):

Threats Vulnerabilities Existing capacity Required capacity

High

A break-in at the clinic with client records stolen

-We are in a neighborhood 
with little street traffic in the 
evenings
-We do not have any security 
guards at the clinic after 5 
PM
-We do not have a way to 
monitor visitors during the 
day
-Staff do not always lock up 
patient charts
-Windows and doors do not 
have bars; can be broken 
with rocks

-We have a security guard 
while the clinic is in 
operation (9-5)
-We have the donor and 
Ministry of Health logos on 
our sign
-We have introduced 
ourselves and explained 
our work to senior law 
enforcement officers 
-We have locked cabinets 
to store all paper client 
records
-We use unique identifier 
codes and encrypt  
electronic information

-Visitor monitoring logs
-Retraining for all staff on 
safe document storage 
(clean desk policy) and 
creating passwords
-Talk to landlord about 
the nature of our work
-Install physical security 
measures for windows 
and doors
-Create log for security 
incidents to track trends; 
consider using to 
advocate with donor for 
increased security 
presence 

-Outreach 
workers have 
been followed 
back to clinic by 
groups who yell 
that our 
organization is 
promoting 
homosexuality
-Threatening 
messages 
graffitied onto 
clinic

Each implementer 
completes a survey of 

existing security 
activities

Train implementers 
together on 

prioritizing risks and 
security activities; 

develop security plans

Support 
implementers to 

develop (and ideally 
fund) priority security 

efforts 



Opportunities for additional support



Stay Connected with LINKAGES

• Follow LINKAGES on Twitter:
www.twitter.com/LINKAGESproject 

• Like the project on Facebook: 
www.facebook.com/LINKAGESproject

• Subscribe to the LINKAGES blog
www.linkagesproject.wordpress.com

• Subscribe to The LINK, LINKAGES’s quarterly 
project e-newsletter

http://fhi360.us9.list-manage.com/subscribe?u=92222f8f3ad2bfe9c770cf4b0&id=8f29ac1fc3
http://www.fhi360.org/sites/default/files/media/documents/linkages-newsletter-jan15.pdf
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